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The headlines are nonstop
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_ . Think ransomware gangs won't
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Microsoft Executives’' Emails Hacked Chinese hackers nab 60,000 emails in & Cybemtta ki B

Cybercrime To Cost the World $10.5 Trillion by Group Tied to Russian Intligence State Department breach Ingooued Hocking
Annually by 2025 pary e et

The hack tryingtol il i stolen, the staffer said, were victims' trave

If it were measured as a country, then cybercrime - which is predicated
to inflict dames totaling $6 trilion USD globally in 2021 - would be

the world's third largest economy after the US. and China

disrupt services.



Cybercrime is the 3rd largest GDP

Annual GDP in trillions of USD
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Cyber
crime

German _japan

Source: Statistica, 2023




Cyber threats have grown 5X

Median time
for an attacker
to access
private data
from phishing

(1
1Th 12mins

SPEED

Password
attacks
per second

7,000
4000

2023 TODAY

SCALE

AiITM
Phishing attacks

146%

SOPHISTICATION

Threat actors
tracked
by Microsoft

1,500+
300
2023 2024
Tracking

Source: Phishing speed: Microsoft Digital Defense Report 2022 & Password attacks + threat actors: Microsoft Digital Defense Report 2024




For Microsoft, security is job 1

Satya Nadella
...prioritizing security above all else is critical to our company’s future” Chairman and CEO

2 Outcomes A More Resilient and Transparent Microsoft Advanced Security Tools

3 Principles of Microsoft’s Secure Future Initiative

Security comes first when designing Security protections are enabled and Security controls and monitoring will
any product or service enforced by default, require no extra continuously be improved to meet
effort, and are not optional current and future threats




Adversaries will use GenAl in creative ways

.. L Command
Malware Customizing Phishing and and control
generation exploits social engineering communication

o
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Automated Password Disguising Deepfakes:
vulnerability cracking malicious data, email,
discovery code voice




Microsoft Secure Future Initiative Report

5./5M /30K 15K

Inactive tenants Eliminating unused apps New production-ready
were eliminated from our production and locked-down devices
productivity tenants

99% 99% 85%

Physical assets on the of physical assets, of our production is now
production network are infrastructure, and production using centrally governed
recorded in a central netyvork access coptrols, pipeline template;, making
inventory system enriching ownership builds more consistent,

t and compliance tracking. efficient, and trustworthy

Secure future initiative Microsoft. Available at: https://www.microsoft.com/en-us/trust-center/security/secure-future-initiative (2024).

aka.ms/Secure
Futurelnitiative




Coming Soon...

Multi Account
MAM

Enable multiple
MAM policies,
federate device
compliance state

\ETeETel=Te
Browser

Managed and
secured browser
configuration for
Corp Owned &
BYOD devices



Continuous Threat Exposure Management
Defender XDR - CTEM

By continuously evaluating the threat exposure and
taking mitigating actions, attacks can be predicted
and prevented before they happen.

« Attack Surface Management
« Attack Path Analysis
« Unified Exposure Insights



Attack Surface Management

Continuously discover, contextualize
and manage an organization’s assets

Data Connector Ecosystem

Extend your visibility by connecting non-Microsoft
solution from a diverse range of domains

Unified Asset Inventories
Automatically discover assets. Devices, Identities, D Explore connected assets (5)
SaaS apps, cloud workloads, and more. o Extract assets

E _i{ Show blast radius R
Critical Asset Management e * © Focus on asset

Identify & classify enterprise critical assets
automatically to reduce breach likelihood.

Attack Surface Map

Visualize asset connections and threat impact
radius on a dynamic map.

itm8



Attack Path Analysis

Move away from the traditional
siloed approach, prioritize
weaknesses with an attacker’s

perspective
Discover paths to critical assets

View attack paths to your critical assets across on-prem &
cloud just like an attacker would

Take an attacker’s perspective

Map potential routes that threat actors could take as they
try to exploit weaknesses

Top attack path analysis use-cases:
» Validating security risk

= Vulnerability assessment

= Penetration testing

» Threat modeling

= Incident response

7 N\ serv_IRLS
/) mmmHigh A High

Production hosts with.

Identities not seen for.

Total critical assets

Only invited users sho.

Block all Office applicat

identities not seen for .

Production hosts with nOT o

itm8



Unified Exposure Insights

Understand your security
exposure and strategically reduce
your organization’s attack surface

Help answer critical questions 8 s v * Initiatives

How secure are we? How are doing over time? E—

Where do we stand in our mitigation efforts? : e en ' i [ e gt o
Are we protected against the latest threat?

Security Initiatives

Quantify your exposure with out of the box risk
dashboards for your top security programs and threats
and measure program progress with automated metrics.

Business Email Compromise - Financial fraud

CIS M365 Foundations Benchmark (3.0.0) [Preview]

Security Recommendations

Posture and exposure recommendations across the entire s S e i
attack surface in one catalog or scoped to initiatives. ; b

Cloud Security [Preview]

Effective Mobilization

Assign validated exposure findings to risk owners and
validate fix have been applied successfully

itm8



Business E-mail Compromise
Defender XDR — AI-powered BEC Analysis

An addition to Defender for Office 365 where
additional layers with LLM-based technology are
meant to disrupt primarily financial fraud.



Al-powered BEC analysis

@tent detection) Qanguage analysis )

itm8
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OS50 | Microsafe Defender 2

Frame: mikea
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Dear Employees,

We are switching over our payroll service provide
over to the new one, e =

a3 a part of our annual renewal processes, Some of the Infermation from the previous provider was not able 1o ba poried

You will receive an email In the next few minutes fiom 1.11._1' new payroll companyland itis ¢
recelfve your Information.fwe willnof be able to process your pay.l. . = = = = - & & o SEss e ——or -

- S s = il

Human Resources



Automatic Attack Disruption
Defender XDR — TITAN Database

TITAN - A continuously updated database with
attack patterns learned from incidents around the
world.
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Threat Actor

Malicious Architecture Toolkit

IpAddress URL InternetMessageld SenderAccountU pn EmailClusterid DeviceToken
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DLP for M365 Copilot




~ 1A21

Copilot 16:31

e 16:01
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Copilot 16:01

The passwords.txt file contains the following passwords for educational purposes:

[ "passwOrd123’, "1234abcd!’, 'Alsecr3t$’, 'demoPass!2023', 'redT3amRulez®’].

How else can | assist you?
1A

-

g7




Microsoft Purview

Data Loss Prevention

Solutions

o

En Policies

Overview

Alerts
Activity explorer
Classifiers

Explorers

Related solutions
(% Information Protection

& Insider Risk Management

Policies

Q New Microsoft Purview portal

Use data loss prevention (DLP) policies to help identify and protect your organization's sensitive info. For example you can set up policies to help make sure information in email

and docs isn't shared with the wrong people. Learn more about DLP

':D If your role group permissions are restricted to a specific set of users or groups, you'll only be able to manage policies for those users or groups. Learn more about role group permissions.

-+ Create policy \ Export () Refresh

\:| Name
Microsoft Al hub - Discover sensitive prompts in Al assistants
Microsoft Al hub - Adaptive Protection in Al assistants

Default policy for Teams

View role groups

3 items p Searc ﬁ Customize columns

Priority Last modified Status




Data loss prevention Create policy

Tomplieonmelonpley Start with a template or create a custom policy

Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from scratch. If
you need to protect labeled content, you'll be able to choose labels later. Learn more about DLP policy templates

Admin units "\I,‘ Check out our new enhanced policy templates. These enhanced templates extend several of the original templates by also detecting named entities (such as full names and
physical addresses). Just look for the templates labeled "Enhanced’ to start protecting even more personal data

Locations ‘ R Search for specific templates All countries or regions

Policy settings

Categories Regulations Custom policy

Create a custom policy from scratch. You will choose
the type of content to protect and how you want to
protect it.

Policy mode Enhanced | Custom policy
Financial

Finish
Medical and health

Privacy

Custom

Cancel




Data loss prevention Create policy

Template or custom policy Name your DLP pOIicy

Create a DLP policy to detect sensitive data across locations and apply protection actions when the conditions match.

Admin units Name *

Obsidian Merger

Locations

Description

Policy settings
Data loss prevention to restrict files related to Obsidian Merger from Copilot processing

Policy mode

Finish

Cancel




Data loss prevention Create policy

Template or custom policy

Assign admin units

Choose the admin units you'd like to assign this policy to. Admin units are created in Microsoft Entra ID and restrict the policy to a specific
set of users or groups. Your selections will affect the location options available to you in the next step.

Admin units If you want to assign this policy to all users and groups, select ‘Next' and proceed. Learn more about admin units

Add or remove admin units

Locations
Admin units

Full director
Policy settings v

Policy mode

Finish

Cancel




Data loss prevention Create policy

Template or custom policy

Choose where to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

Admin units (D Protecting sensitive info in on-premises repositories (SharePoint sites and file shares) is now in preview. Note that there are prerequisite steps needed to support this new

capability. Learn mol
Locations
Location Actions
Policy settings

Policy mode

Finish

Cancel




Data loss prevention Create policy

We'll apply the policy to data that's stored in the locations you choose.
Template or custom policy

L-:," Protecting sensitive info in on-premises repositories (SharePoint sites and file shares) is now in preview. Note that there are prerequisite steps needed to support this new
capability. Learn more about the prerequisites

Location Actions
Admin units

Locations
Policy settings
Policy mode

Finish

7

D Microsoft 365 Copilot (preview) All users & groups

Cancel




Data loss prevention Create policy

Template or custom policy Define pOIicy set‘tings

Decide if you want to use the default settings from the template you selected to quickly set up a policy or configure custom rules to refine
your policy further.
Admin units

®

Locations (@ Create or customize advanced DLP rules @
Policy settings

Policy mode

Finish

Cancel




Microsoft Purview Searct Q New Microsoft Purview portal

Data loss prevention Create policy

Template or custom policy

Customize advanced DLP rules

The rules here are made up of conditions and actions that define the protection requirements for this policy. You can edit existing rules or
create new ones.

Admin units

- Create rule

Locations

Policy settings

Status
Advanced DLP rules
No rules created

Policy mode

Finish

Cancel




Microsoft Purview Searct Q New Microsoft Purview portal

c sl
Create policy

Create rule

Use rules to define the type of sensitive information you data protect. If content matches many rules, the most restrictive one will be enforced. Learn more about rules
Name *

Restrict Copilot from processing Obsidian Merger

Description

Exclude sensitivity label Obsidian Merger

. Conditions

Policy settings . . ”
y 9 We'll apply this policy to content that matches these conditions.

-~ Content contains

Group name * Group operator

Default Any of these

Add

% Create group

“\ Actions

Use actions to protect content when the conditions are met.




crosoft Purview Q New Microsoft Purview portal

Sensitivity labels

| 2 Search fo

1 selected

Name Publisher

All Employees (unrestricted) General/All Emp

ential fidential

Conditions

ential/Anyon

We'll apply this policy to content that matches these conditions

- ential/All Employ
Content contains
ential business
dential internal tra
3| user defined

Confidential Highly Confide

‘ Confid
Actions "

Use actions to pr c ent wh } onditions are met Obsidian Merger Obsidian Merger




Microsoft Purview Searct Q New Microsoft Purview portal
Create policy

Create rule

Use rules to define the type of sensitive information you data protect. If content matches many rules, the most restrictive one will be enforced. Learn more about rules

Name *

Restrict Copilot from processing Obsidian Merger

Description

Exclude sensitivity label Obsidian Merger

. Conditions

Policy settings . . ”
o 9 We'll apply this policy to content that matches these conditions.

-~ Content contains

Group name * Group operator

Default Any of these

Sensitivity labels
Obsidian Merger

Add

e Create group




Microsoft Purview | Q New Microsoft Purview portal

Create rule
7~ Content contains

Group name * Group operator

Default Any of these

Sensitivity labels

Obsidian Merger

Add

% Create group

“~ Actions

Use actions to protect content when the conditions are met.
/N Prevent Copilot from processing content
Content that matches your conditions won't be used by Copilot to generate responses.
Learn mor his n

‘Z‘; Currently, this action is supported only for labeled files in SharePoint and OneDrive that are processed in Microsoft 365 Chat experiences.

. Exclude content from processing in Copilot




Microsoft Purview Searct Q New Microsoft Purview portal

Data loss prevention Create policy

Template or custom policy

Customize advanced DLP rules

The rules here are made up of conditions and actions that define the protection requirements for this policy. You can edit existing rules or
create new ones.

Admin units

- Create rule

Locations

Policy settings

Status

7/~ Restrict Copilot from processing Obsidian Merger Q On

Conditions

Advanced DLP rules

Policy mode

Actions
Finish Restrictions on files in

Cancel




Microsoft Purview Searct Q New Microsoft Purview portal

Data loss prevention Create policy

Template or custom policy Pol icy mOde

You can test this policy before turning it on to verify if it needs improvement or if it meets all your objectives. If you turn the policy on right
away, you can edit it later and safely test those changes in simulation mode.
Admin units
@ At this time, simulation mode isn't supported for these locations you selected: Microsoft 365 Copilot (preview).

Locations

Learn more about simulation mode

Policy settings

Falcymiode @® Turn the policy on immediately

After the policy is created, it'll take up to an hour before any changes are enforced

Finish Leave the policy turned off

Decide to test or activate the policy

Cancel




Microsoft Purview Searct Q New Microsoft Purview portal

Data loss prevention Create policy

Template or custom policy ReView and finiSh

Create the policy if these details look fine. Otherwise, adjust the settings to better meet your needs.
Admin units The information to protect
Custom policy

Locations Edit

Name
Obsidian Merger

Policy settings
Edit

o 3 Description
e £ v Data loss prevention to restrict files related to Obsidian Merger from Copilot processing

Edit

Finish Locations

Microsoft 365 Copilot

Edi

Policy settings

Restrict Copilot from processing Obsidian Merger
Edit

Turn policy on after it's created?

Yes

Edit

Cancel




Data loss prevention Create policy

Template or custom policy

@ New policy created

Data loss prevention policy has been created.

Next steps
Admin units

Monitor alerts to review policy matches. Learn about reviewing alerts

Locations

RECOMMENDATION

Policy settings

olicy mode You're protecting this sensitive data, now make sure it’s deleted when no longer
relevant to your organization.
Finish

Removing unnecessary or obsolete data can reduce your risk during a security incident. Use auto-labeling policies in Data Lifecycle
Management to help minimize your attack surface.

Related tasks

Create an insider risk policy to investigate and take action on Get started
insider risks and threats.

Crasta a racarde mananamant nalisg e aukamatiealhe ratain Ar




Microsoft Purview rt Q New Microsoft Purview portal

Data Loss Prevention PO| icies

Overview Use data loss prevention (DLP) policies to help identify and protect your organization's sensitive info. For example you can set up policies to help make sure information in email
and docs isn't shared with the wrong people. Learn more about DLP

Policies
':D If your role group permissions are restricted to a specific set of users or groups, you'll only be able to manage policies for those users or groups. Learn more about role group permissions

Alerts View role groups

Activity explorer
-+ Create policy | Export () Refresh 4items | O Sear [ Customize columns

Classifiers

Explorers Name Priority Last modified Status
Microsoft Al hub - Discover sensitive prompts in Al assistants
Related solutions
Microsoft Al hub - Adaptive Protection in Al assistants
(% Information Protection

o . . Default policy for Teams
ca Insider Risk Management

Obsidian Merger




User in policy

T. Copilot (® New chat ( 1D Copilot

W Visual Creator

. —— . B Get Copilot agents
Summarize Project Obsidian M&A.docx

Chats
The document titled Project Obsidian M&A is authored by you and was last modified this afternoon 1 .

Unfortunately, | can't provide more detailed information as the content is protected 1 . I samimarize https://fabri... 10:10 PM

Is there anything specific you would like to know or any other document you need help with?
Summarize Project Obsidi...

M@= Project Obsidian M&A : E
give me examples of work
Project obsidian

1 @2 Project Obsidian M&A Can you summarize https://fa..

B Edit in Pages

Can you list the sections or headings in the document?  Can you provide a summary of the document's purpose?

Is there a way to access the content of the document? & View prompts




User excluded

0 Search

{(® New chat

Tell me the key points from Project Obsidian M&A.docx

Sure, here are the key points from the document Project Obsidian M&A:

Executive Summary: Project Obsidian is a strategic merger between Company A and Company B aimed at
creating a more competitive and innovative entity in the market. The merger will combine the strengths of
both companies to enhance market share, improve operational efficiencies, and drive long-term growth 1.

Objectives:

¢ Market Expansion: Leverage the combined market presence to enter new markets and increase market
share.

* Operational Efficiency: Streamline operations by integrating processes, reducing redundancies, and
optimizing resources.

* Innovation: Foster a culture of innovation by combining the R&D capabilities of both companies to
develop new products and services.

» Financial Performance: Improve financial performance through cost synergies, increased revenue, and
enhanced profitability 1.

Key Terms:

 Transaction Structure: The merger will be executed as a stock-for-stock transaction, with shareholders of
Company A receiving shares of Company B.

REIL 15 OEPCIIENG, | EOREIEONC Y | R TSUSIPU | SO, GRSy U L, Lo W 0 | TR T 1N S| PODRG [ W 2.1 | S |

Can you provide more details on the financial projections? =~ What are the specific cost synergies expected?

How will the cultural integration be managed? % View prompts

I o Copilot

" Visual Creator

B Get Copilot agents

Chats

l Tell me the key points fr.. 10:04 PM
Tell me about project obsidian

What is this https://fabrikamp




0 Search

" FDpllot ) @ New chat L I '.,-. Copilot

¥ ell me the key points fro

¥ is Cre
company curture. W Visual Creator

Operational Disruptions: Minimize disruptions by developing a detailed integration plan and closely
monitoring progress.

Regulatory Approval: Ensure compliance with regulatory requirements and obtain necessary approvals in
a timely manner.

Customer Retention: Retain key customers by maintaining high service levels and communicating the
benefits of the merger 1 .

B Get Copilot agents

Chats

l Tell me the key points fr.. 10:04 PM
Conclusion: Project Obsidian represents a significant opportunity for both Company A and Company B to

create a stronger, more competitive entity. By leveraging the strengths of both companies, the merger will Tell me about project obsidian

drive growth, innovation, and value creation for shareholders, employees, and customers 1 .

What is this https://fabrikamp
If you need more details or have any specific questions, feel free to ask!

M= Project Obsidian M&A

Obs

Obsidian Merger
abel to

1 @< Project Obsidian N

B Edit in Pages

Can you provide more details on the financial projections? =~ What are the specific cost synergies expected?

How will the cultural integration be managed? % View prompts




Approaching oversharing risk requires
a comprehensive approach

9

Without appropriate
security and compliance
controls around the
data, Copilot can find
the information and

summarize this
confidential projects
to users

Best practices

N

Gain visibility to understand who is using GenAl
in your organization

Scan for sensitive data, analyze access patterns, and adjust
permissions to pinpoint potential oversharing

Label your data to exclude potentially sensitive content
from M365 Copilot grounding data

Auto-Apply labels on files containing sensitive data and
restrict access to only the project members

Create Data Loss Prevention policies for labeled files to
prevent data exfiltration




Types of insider risks in Al

Inadvertent insiders Malicious insiders Compromised insiders
Inadvertent insiders can Malicious departing employees Bad actors can impersonate
neglect security best practices can intentionally steal data an insider, perform prompt
and share sensitive data for personal benefits injection attacks, and exfiltrate
to consumer Al apps sensitive data




Ignite announcements

Secure and govern M365 Copilot
and beyond

Risky Al usage detection and investigation

&

GenAl risk detections in Communication
Compliance

Detect and investigate prompt injection attacks and
protected materials in Al interactions.

Public preview

A

Risky Al indicators and policy template in
Insider Risk Management

Detect anomaly and risky Al usage, including data theft
and prompt injection attacks, and mitigate risks
dynamically.

Public preview




Leveraging machine learning to identify the most
critical insider risks among noisy signals

Know the context
Correlate data signals

Submit Potential high
resignation; impact users
access priority
property

' éi ,Potential
@

negative events

Understand the intent

Sequence detection

Benchmarking
Anomaly detection

Exfiltration An unusual number of sensitive
. prompts in the past 30 days
Copy sensitive
files to USB
Obfuscation
Remove
labels

‘/

Risky Al usage
Sensitive response
received from
M365 Copilot

Time >




Automatically respond to insider risks in Al with
risk-adaptive controls

® O Elevated 2 @, Block access
@ ' risk policy1 to Al app

_____________________________ leneltheshold
® ® Moderate 3 @, Block access to 8
@ ™ risk policy 2  sensitive data &

Risk level threshold

® ®) Minor " CA Terms @)
W ™ risk policy 3  of use @

Time

CA: Conditional Access




DEMO

Security analysts

New automations in the SOC

Instantly get a report that analyzes a suspicious script
using promptbooks with Logic Apps in Defender XDR & Microsoft Sentinel




D O Microsoft Copilot for Security X - (u]

C ) https://securitycopilot.microsoft.com/promptbooks o DT - R

[> Start new session

Suspicious script analysis

Created by Microsoft * 6 prompts B

Tags: Script

Get a report analyzing the intent, intelligence, threat actors, and impacts of a suspicious script.

Inputs you'll need
SNIPPET

Prompts

The following script was found as part of a potential security incident. Explain what this script
does step by step and infer the intent. Also note any actions expressed that could be malicious in
nature, induding destructive activities, stealing of information, or changing of sensitive settings:
<SNIPPET>

Provide the reputation of any IPs or hostnames found.

List any threat intelligence correlated to indicators found within this script. Provide a brief
summary and include links to source material.

Extract all indicators from the script that could be used within a detection query.

Based on the actions of this script, provide specific recommendations for how to respond to this
script if it were executed in a corporate production environment.

Summarize the findings from this analysis into an executive report. Begin with an assessment of
the script. Include confidence and supporting evidence for the assessment. Below that. generate
paragraph sections for a "Script Overview”, "Threat Intelligence”, and "Response Suggestions”. It
should be suitable for a less technical audience.




:. ) A Copilot-ignite-Scriptpromptsboc. X =+ - [u] X

<« G )  https://portal.azure.com/#@woodgrove.ms/resource/subscriptions/abd8f397-fc82-4634-aa52-62dd91b3ebaa/resourceGroups/woodgrove-secco/providers/Microsoft.Logic/workflows/Copilot-Ignite-Scriptpromptsbook/designer B A & = R o

= Microsoft Azure P Search resources, services, and docs (G+/) wibe81@woodgrove.ms

WOODGROVE (WOODGROVE MS)]

Home > Copilot-Ignite-Scriptpromptsbook

o Copilot-Ignite-Scriptpromptsbook | Logic app designer # - X
.2, Copilot-ig ptpromp | Logic app desig
Logic app
[;—‘ Search J o « D Runv Blsae X Discard [@] Parameters {} Codeview (9 trrors @ info ¥ Fileabug
L}

£ Overview
) @ > o Run a Copilot for Script Analyzer H
@ Activity log

Access control (IAM)
ke Parameters  Settings Codeview Testing  About
@ Tags —_— i

= (o .
/2 Diagnose and solve problems Tm m— Promptbock Name
=
| ) =
v Development Tools @ Q/ \ Suspicious script analysis X
L
-] . :
4.+ Logic app designer Promptbookinputs *
Ucies 2 | . Set variable 2 i i
</> Logic app cede view {
*® *SCRIPT": [ script2x

D Run history }

= Versions

‘@ API connections @

& Quick start uides Advanced parameters

Showing 0 of 1 v || Showall

> Settings @
> Monitoring i o Run a Copilot for
v KiGHiEtcR Script Analyzer @ Connected to Microsoft Copilot for Security.  Change connection

.?. Tasks -

& Export template \‘f)
> Help -

o Summarize The Data
Before Comment

+ T

° Add comment to

p incident (V3)

uy e



z. ) A Incidentactivity log - Microsoft 2 X - )

&« O o] https://portal.azure.com/#view/Microsoft_Azure_Security_Insights/IncidentPage ReactView/incidentArmid/%2Fsubscriptions%2Fab48f397-fc82-4634-aa52-62dd91b3ebaa%2FresourceGroups%2Fwoodgrove-rg%2Fproviders%2FMicrosoft... B A & {é 533 o

— = = . = wibe81@woodgrove.ms

Home > Incident >

Incident activity log X
&, 3rd party EDR - Suspicious Powershell script that running in a managed endpoint
Incident number 175315 Activity logs content : All
| - (" T ‘ o)
O Refresh #® Logs B Tasks B Activity log A PowerShell script was identified that decodes a base64-encoded command to retrieve a URL and execute a function
) . ) , to obtain a user PRT (Primary Refresh Token). The script includes the following actions: &
‘ This incident has been automaticallv closed as its alerts were correlated to incident #173987. View incident #173987.
@ This s the new, improved ncident paae - Now aenerallv:available; You can use the foaale s switch back. - Defines a function Get-userPRTToken to locate browser core executable files and start a new process to retrieve
cookies from the URLs:
@ Write permissions on the workspace are required to modify incidents - h**ps://usj.wales/oauthz/authorize
- h**ps://login.microsoftonline.com
» - Downloads and executes psexec.exe from h**ps://live.sysinternals.com/psexec.exe
Overview  Entities - Downloads, extracts, and executes mimikatz_trunk.zip from
P— h**ps: //github.com/gentilkikwi/mimikatz/releases/download/2.2.@-20220919/mimikatz_trunk.zip
Incident timeline Entities ## Threat Intelligence
’ No relevant threat intelligence was found for the following indicators:
- login.microsoftonline.com
= = live.sysinternals.com
- wsj.wales
SSigr \ - github.com
'y
## Response Suggestions
### Immediate Response Actions
No data to display No Entities 1. Isolate the Affected System: Disconnect the affected system from the network to prevent further spread.
The incident has no alerts or bookmarks to display No entities found 2 comi“mm
R o aEREEY e - Block the URLs and IP addresses associated with the script at the firewall and proxy levels.
- Disable compromised user accounts and reset their passwords.
3. Incident Response Team Activation: Notify the incident response team to begin a thorough investigation.
BB SIC A n:!y:lr
1, Collect Volatile Data: =
Similar incidents © - Capture memory dumps and running processes from the affected system.
- Retrieve network connection details and active sessions.
Severity Incident number ~ Title Last update time Status Similarity reason 2. Log Analysis: ) i _
\- Review PowerShell logs (Microsoft-Windows-PowerShell/Operational). J
ﬂ Medium 173987 Multi-stage incident on one endpoint 10/23/2024, 12:49 PM Closed - Undetermined 4 Similar rule G Write & comment
H Medium 173943 Multi-stage incident on one endpoint 10/20/2024, 09:36 AM Closed - Undetermined & Similar rule G
] Medium 173903 Multi-stage incident on one endpoint 10/19/2024, 08:36 AM Closed - Undetermined @ Similar rule G
i

Close Comment



Coming soon: Incident summary embedded
directly in Copilot in Microsoft Sentinel portal

Empowering security practitioners with
Copilot incident summaries in their
preferred experience

Soon rich Copilot incident summaries
will be available in the Microsoft
Sentinel classic portal.

Stay tuned, more information to come!

*Experience design subject to change




Copilot platform enhancements to drive efficiency

Persona-based
prompt library

Filter by security
persona for
ready-to-use
prompts for
specialized use cases

Public preview

Announcing
[t -~
Usage Audit
dashboard logs

Easily monitor SCU usage
across your organization
with the new usage
dashboard

Generally available

Audit logs of user
interactions with
Copilot to monitor
privileged actions in
Microsoft Purview

Generally available

Multi-workspace

Manage multiple
workspaces to
customize for

your specific needs

Public preview




DEMO

Copilot admins

Security Copilot platform enhancements

Easily monitor SCU usage across your organization
with the new usage dashboard in Security Copilot standalone




= Microsoft Copilot for Security / Usage monitoring

Usage monitoring

The number of security compute units available to your organization is
determined by the units you have purchased per hour. Some usage beyond what
you've purchased might be allowed at times. Learn more about usage
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Filters

Copilot experience

Plugins used

Type

Reset all Cancel Apply filters




Establish Zero Trust
access controls

Stop using passwords. Use
phishing-resistant authentication

Update your policies to require
phishing-resistant authentication

Only allow access from managed
and compliant devices




Security Copilot’s growing partner ecosystem

52 96 30+

Service partners Independent software vendors Third-party plugins available
Threat intelligence Device, network, and identity
I> . g
X CYWARE DARKTRACE <) FORESCOUT /¥ netskope e E AR - jamf
d
*CUbETSngi” P SEVERSINGLABS GREYNOISE ‘ it G TANIUM $sAvivnT
. & a- sani i GSIWEIN  circllu
AbuselPDB al HODAN )
@Avuse NTELa M &}
Py ¥ valence Quest tufin
& urlscan Pro CHECKPHISH L
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Poor

Password Only
123456
Admin
Qwerty

P@ssword2024!

Sommar2024!
Supermani123
Fred@g1980!
Minvolvoarbla

Abcd1234

Bytbyt2024

Fair

Password and...

SMS

Voice

Better

Password and...

Microsoft Authenticator
push notifications

Software Tokens OTP

Hardware Tokens OTP

Even Better

Passwordless

Microsoft Authenticator
phone sign in

Best

Phising-resistant

Windows Hello for Business
FIDO2 security key
Certificate-based

authentication

(multifactor)

Platform credential
for macOS

Passkey in Microsoft

Authenticator
(device-bound)

Better than best

Compliant Device




Phishing Resistant

Account added

How Lo use your passkey

Passwordless sign-in requests
sign in without a passwaord

Multifactor authentication

One-time Password codes
Ise a code generatad







Thank you!

Rikard Burman
ribur@itms8.com

Thomas Oberg
thobe@1tm8.com




